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(57) Abstract: 

PURPOSE: A web module authentication system and 
method is provided to make a special server 
authenticate a web module, like an ActiveX control 
module, which is usually copied at a local PC and 
easily exchanged by a hacker in a conventional 
method. 

CONSTITUTION:. The method comprises several 
steps. A client executes a web browserO 01 ), 
accesses a web server and requests the web server 

to offer a web serviced 02). A symmetric I 

authentication key generation module of the web server generates the first symmetric authentication key 
(103), interposes the first symmetric authentication key in a web page(104), and transmits the web page 
to the client(105). Then the client requests a web module to offer the second symmetric authentication key 
on the first one before passing user data to the web module(106). A symmetric authentication key 
generation module of the client generates the second symmetric authentication key(107), and the 
generated second symmetric authentication key is compared with the first one(108). In a case that the 
second symmetric authentication key is identical to the first one, the client passes the user data to the web 
module, and starts to receive a web serviced 09). 
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if 9 01 ^ohfe 3|£ -M □ S0i9\ gBJPI^ 
g I'gg S/dHI^B 3HAI3PI SOU ojgAltHM *6H iSil oigsj ^ g|2g2| 2JS0I ajoig go^ s^AH Mti\±m Al^gtOI U2S2I 

SJH. UAitil^fe HTML iHIOI JIOIIAH EO(tag). ± B gl (script)* OlgSIOt 2J¥ 2g(ActiveX Control §)8 Sg6|01 Mti\±m 812 SICf 01 
fc. HTML IHI0IXI0IIAH EH 3. iBgSI AJgo^U ASP. JSP §21 a i3gg ojOH« AlgSIOI 21 ¥ 2g(COM, Win32 DLL, Java Bean S) 
I atoffe ?|i|2£ =5,»SP. OlSf, g g«M0IWfe SAIHIiOII A|g£|fe ActiveX Control §2| 211 "S2§' 0IB12 SW. . ' 

sie gm^gj aAtui^si ^eaoia. m^s g£foioiE(ioo)oiiAH wmw (2oo)chi a/Hbi^B assfs, a/dui(2oo)oii/Hfe shs html^ 

AHS flIS&Cf. HTMLgAH* fl|3&£ BBfOie!S(100)2| aH2MP*|0IIAHte 12i(4)i fi«8|01 glial 01 XI ««(2)S SMI @Q. 

nam. 40121 sai arson ah hahhi^oii Aisst §j2ggg co Aigxi2i pcoji ^Ahaoi Aig2i2s=. oiss oH^ioii 2jon a* 3*11 

a 4- %LQ. 0121^01, a2g0| 6H910II 2|SH 2fl|@ §¥0Hfe OlgXPI gj§!& §Hi DISxHIHU A|b|^ ojgg 0,0.2 ^ o,j= 

IrSOl 01 ¥211- offer 3|^*| 3**11 

S BfSSI g*!g g2H grBSI gX||gg SHSSIUI 91 & 32SAH, aAHbl^OIIAH A|g2|fer 12§§ g£2| AltHOIIAH BSSIfer g>^= S2 

§ 2J§ Sfl U H JSI 313801 SICK 

uahhi^b jhaispi soil iei eJSAHma mm msmm 21mm m aasareigoi sreja 39011 ^shah aihi^s ai^sihs mmou 2j 

SHAH H fl| E| D\Ei ^3=} 2g°J g°o||fe A)bl^?| 0l¥0IXIXI 8HHI SCK 121 2J S AH bl * Oil A) fee 22»°| aS2J-9XI0ll' a 2S h| 

5» §S3 Big 01 3>|g8|2S. 3011 (US S2S2f£ 3|X|g 4= ZIQ. ^ 

^S2J ?g SJ Sfg 
<g*S2J JH2> 

£ iSS SI1I32S HAHttlOII S^SfOI UAHHI^M figofe g£IOI2iS£l a«EM?XH2f, t'SEI?HS?E| UAHUI^g fiSfom a/HU | 

— = **»fe si mi oi us syoieje^ bis site uaHuHs ?«hck g uraoii tus 3x121 ?g§ 22a* ssskx assch 

S iSS }|S*|2S, UAH bi (200)011 XH35I Uffl|0|I|(12)» g£|OI2je (1 0 0)0||AH SISSa. a2g(14)g OlgSIOI a IHI 0| XI (12) OH 2J& U 
AH til Dlgg^fe Al^gOIIAH 0l¥0i5!Cf. 
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SJS3I SS2i (18)21, &OI CHS|oje9| ^^2g(18)0||AH BI1 DlSJoigsie Uffl|0|X|(12)0ll ^gJSIOI g£hO|oje( 10 o)OII 2*8^ ^ 

DAHW(200)S¥E) Un|IO|I|(12)^ DISEIS, g£IOI2iE(ioo)0||AHfe Uffl|0IXI(12)M H2g(14)(HI 0IS»SS« ««| 

ami oixid 2) on tfaa xim cHseis^ioii chsh msjoi e3 | ^^sg(20)S¥Ei si2DisieJS3i« aa&ci- ziam qisoissi ^^2g(2o)oi 

fll2CHSe!S3l» SaSB JH1CHS21S3I2} HI2CHSOJS3IB tilHS * XH1 1 CHS2Jg3|2|- XH2CHS2JS9PI gflolS asg(u)OII 0|gX|oig 

shi yjjun DAHbi^a Ai^sfe eis^eoi s&aci. 
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S ttSOO 115. HAHbi(200)0|| XHSS 8119101X1(12)8 g£10|°i =(100)011 AH Xllg^H, g£fO| 00)24 U2f(14)I OlgolOI HIHI0IXI(12 

)«i 2i& a/Hbi^« sis&fe Ai^a^ei s«s bjiubs asa »q. 

BXH, getOIBMdOOPI a«£|^XH« ^St101]8|0| UAHW(200)0I| S^SIOI S^2g(22)S S6H SJAHbl±« SS6^[102] UAHbi(200) 
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OtD\M, 6PI lAitH (200)011^, 121 01 B^O 00pl> 1 « Bf^Xi (1 6)M ^SSfOI 1A| W (200)011 S^ohOJ lAldl^ff fiSSm 121 BeAitH( 
300)011 *ll1CII£)2!e3IS fiiSUl, &:?| i£i B^Ai tH (300)21 CH^Be?! g 21(1 8)011 Ai MM CHS21S3PI- ^^SCH 3££JD1, 2 £9 
XiM CHSB^SMM ^Ajofe §A|2i (22)31 151101X1(12)011 III 1 CHSBs^lll tfgJSfOt 1£|0| B M(1 00) CHI S^Sfe ^BOl S8SO. 

!AitH(200)^¥El 80101X1(12)8 H3g>£ BSfOI 00)011 fe. 121(14)011 OlgX^SM B3PI S0II 00101X1(12)011 tfHS HI 

cH^eie^ioii chb xii2CHiJB^iM cH^eie^i »sa6(20):» assist ^21(20)01^ xii2Qi£jBe3ie aashe xhich§jb 

^3121 fl|2CH8e!B3IB blUB » XH1CH§JBe3l£f «l2CHSe!S9P|- tt»8te! 121(14)011 OlgXfoi^ §Si y^lH lAidl^M AISM&te 

b^boi s&sa. 

£>O|0||Ai £SB ^0L ^ ^Al Oil Oil lAidi (200)011 fe i£l B gAi W (300)011 CHS 218318 2iof2 ^£!8>te e£J21(22)0l S 

saw, 121 eie/dw (3oo)oii^ cngeie^i 4S«»^oii £|6h ageisms ««s^ cH§Be5>i asasasjoi seat 3sb a ^ aic*. 

£>0|2> ^01 ^^£1^, B tt8°l A|^g£| off £3M 8SSJ0I gSBCK 

lB*0|B^(100pf a«BM?XI(16)B 6188^01 1 AI di(200)0ll B*8t0| 1 Aiding fiS»H[201], UAjtH (200)011 A|^ i2i B8Aidi(300) 
Oil fll1CHge!S3IB'-£S8tte B3I[202]^ 4^ a a. 

121 e!8/d bi(300)2i CHUB85?! ^£21(18)011 Ai^r Q\%3\ 8^8^> H1 CHSBe^lS 4B«[203]» lAidi(200)0N &£8}te 
B XI [204]^ 4*SSCL 

xin cHseie^is a*g*s a ah w (2oo)chi ai^ bmoixi (12)011 nncHseis^iB ^hsioi i^oib^(ioo)oii &3i[205pi- ^uscn, 

Mdfoi2M(ioo)oiiA^ amoixi(i2)a 121(14)011 oisxhsas &d\j\ soil am 01x1(12)011 6fss xhi 1 ch s ej s^i oil chb mz 

CH§B^3IM 121(14)011 S8»Q. 

^JAibH(200)^¥Ei »ISSS Aidl^ BIEIIOIXIOtlAlfer 121(14)011 fiSohOI CHS 21831 £!£J 21(20)011 Ai 312018 B Xi|1CH*JB 

md\9} dllHohOl MMSlteXI «2!8hte B3l[206p|- 4*8301, 

XII1CHS2JS3I2I- ai2CH82!83PI- SXI of Ol 2J SOI ^BSB, 121(14)011 Olg^oje §S1 B^IIL lAidl^S Al^Sfe B}|[207]^ 0| = 
OISCL 

OniAH, 8CH ^ Ail o| ^goFB, Hi AH tH (200)011 AH 121 B8 Ai di (300)^ fii°[ CHUB 83 PI- A2JB, 121 B 8 Ai tH (300)011 Al CHS 5 1 ^ ' 

»4*b mm cHS2is3ife a oh cub cHtiBe^i B^h ^^^u. chsb^^i^ iiAim(2oo)2j e<^e^(22)^ ^ unit. 

01X1(12)011 ^^JSJCH gEhOIB^OOOm S^^CK M£f0| BM(1 00)«| Al a/HtH(200)^¥EH CH^Be^l^h LH§9 Ajbl^: Hltll0|XIS Xi\^^ 
bQI, OIPIOll^ CHgoie^l A2f UISS CHgoje^l B^f Si CI. Q^M2^, MafOIBM(10O)0il/H CHllBg3l AOil CUB fig OH 0>E| 

M£fOIB^(100)OH HISS! ^J2M (ActiveX Control g, 14)0ilA|^ □SBe^l ^^2M(20)^^EH AOil □B CH^!Be3| B'S XHS^^Cf. Xllg 
CHtl°!^5M B'2f iS§ B^Aj W(300)^¥EH ^^£|Oi CHtlBe^l B2f£j ^XlOI^M ^BB ^, ^XlOI^^I- ^.B£IB 121(14), 

s oigxf oifsai ^^i^ lAHbi^a ai^oFxi &ck 



<1§ ^A|0j|> 

^ ^S2| 1S§ B'e^xl^ OlgXFOHXI §S ¥A| Ai dl ^(Push Service)^ ^isfb 2^ OH §§I ^ 2AP-. 01 CHI WtB, AI^H 24S - 

H"^ 6 l-OI flgfiQ. 

24011 Ai fi^ bf2f ^01, Be&xlfi OlgS^OI OlgX^OHXI §S ¥A| Aiding ^^S^ AI^HOHAi, MdfOI 00)^ SI Ai bi (200)011 

UAibl^ 2§I E v HH CHI M£fOIB^(100)2| IP^^fi ^Aitti(200)^ S^BCf. B&0I B^(1 00)2| IP^^M 2^^^ lAi tli (200)011 Ai fe ^2 
m BeAIW(300)£] CHUB ^51 ^^21(18)011 CHSBe^lM 2Si [EH Oil , Mdf0IB^(100)2J IP^^2 a^l S^BQ. 

^21 BeAibi(300)OHAi^ eeiO|B^(100)°J IP^^M 2£^0f XHS6H 0| IP^^OH ¥A|Aib|^o^l 9Cf. ^AlAibl^^ §S 

m ¥|6H ME|0|BM(100)Oil^ §S ^£!2M(32)0| ^J\^ Sl,^Cf. 

^>0|2f ^0| ^^£J^, £ ^SOH CQe US! BeSxjg 0|g6hOl OlgX^OilXI §S¥A|Aibl^S AI^S&SI s§| £4M S^ofOj 

24oiiAi tdhSF aoi, BXi, e^oiB^ooom a mw (20o)on UAibi^ 2§§ m v moil. eeioiBMdoo)^ x^o] ip^g a Aim (200) oil 

»M HBfiO [302]. 

M£fOIB^(100)°l IP^^M 2^^^ aAidi(200)SJ e^2M(22)0HAi^ 121 B^AH tH(300)0il ^MCHUBg^lS COI CHI , MdfOIB^t 

100)^¥Ei ME|0|BM(100)°i IP^±M 121 B §Ai bH (300)011 a^l 2£BQ[304]. 

121 B^AitH(300)S| CHSB^^I «a2S(18)0|| Aife XI1 1 CHSlB^^I [308] 51 12101 B^(1 00)2| IP^^M S^^OI- X|§8H ^H, 01 I 
P^^OH ¥A|AHdl^S^ B^l[306]^|- ^^^Cf. 121 BgAi bH (300)011 Ai 2J §S ^AlAibl^^ B»0| BM(1 00)2] §S ^^2M(32 

)S a^aQ[312]. SEB, CHUBgSH ^^21(18)011 Ai CHSB^B ^6H XiMCHgBe^l^ ^OHAi ^gB bhSj- ^01, lAidi(200)2J 8 

<M21(22)^ S^aQ[310]. 

0121^01, S ^SOllAi 121 BeAidi(300)fe B£f0|fi!M(1 00)2| IP^^M XHS6H SIC^K §2U §Si ^Alofe ¥A|Aib|^g 
*8BCf. 0ia»0| t B ^ h S3J 1§ ^AlOHOHAi 121 B^A|bi(300)^ 121 B^^l^ 0121011 ASP (Application Service Provider) AibiS 
Ai HJ «^2 6^ 5! 0| C|. 

SEB. iaf0IB^(100)2J §S4^<ii21(32)S. OHM 10i ^xiA| XhS2^ gx\M ^ &201 ^H£fS20HAi ¥A|Aid|^M 9\ZW 

o^a^^ §ai §ai oisxkmi^ii xii gs^ ^mm ^a&a. 



- WIPS PIView.a.3.2.2 



OI&0IIAH2} ^ 01. S &g2J 121 2J§ §j| SJ gfSCHI ^S, a2g°J 6HUS S21 2Jg/Hb)°l oj|| mm SfS 4= 2Jo ffl a , S g oi^ 
ASP AIHI^B Sit 4= 2J5= a 318 g?S 4= SEeh S2i 2JS ASPOIIAIfe Z32»°J ^jqjioI X) Ofl g2§ d|g^ DiEl §S»'j||§if 4^°( 

°oi. ass ojgg ms ;>hs*2«i:>> 6i;= s^oti sisoii mm snaioin §eu tixiig % sim°i s^sbb 3;»i ^oidii ^ o,- 
gg 4= sm. ses. egH£D§»2i dis uo[ h«em?h» oigmoi html eioixis ?asib §9. oem saioii aj&^xisoi goilh 

(57) m=?°\ S?l 

a/dmoi! g^sKx E'/Hbi^s esofe gyoiejMsj a^et?ns?a a/Hbi±B s§g>o S g^bi^* 4^5^ aaiiojxi 

J J^^SS Ai'f 2^ 222 s I? ^ £l01 ' aA,U1011 * lsa ami 01 11 ■ aaioicHeofiAi si sea isn oisstoi a mi 01 xi ojT °j & a/H 

^boiiai nna)se!§5?i« aniioixioii ^gjgm aafoiaMoii a^sife sggs, 

gaioioieoiife, msiommi\ a mi 01 jib neaoii oigimss y^i^i soil aaioixioii ^aa fliiai3e!§?ioii cut!- «I2ch 

32J§9lff ggoJte CHSJOJS5I ^S40; £PI ^S4^0||AH X||2CH§Joj§3| B All CH§ojg5>l2} diaSKM JII1QIS2JS3I 

21 «l2CHS2JS9Ph SxIShS SSSOII 0|gX|2Jg iai yPIH aAHbl^B A|Sf8ffe °Jg4>BOI 2&£|fe 2S s§og 8hfe S2f oig 

S^th 2. 

DAHbioii s^shoi daiui^s egoFfe syoie^oj u S£ f^n2i, asa^n^a n/Hbi^B esi2s u/dbi^B 4=S8H= anioixi 

« g^Oieje^ aissffe DAHbH^ ^££101, aAHdiCil S§g UffllOIXIB g£|0| 2 e fll AH «|S8Kn i2ii OlSSfOI fBBIOIIIOflVw UAH 

6PI H/HWS¥E|2| fig Oil SI6HAH aSoi=9|« ^gShfe CHS2Jg3l aS40i S^Sffe 121 SJSAHm^ *3|S S8SIW, 

6PI SJAIbHOII^, gaoiBlM^ I5£|?Hi ^SolOl SAIbHOfl S^8|0j a/ddl^S SSSh£ S2i 8JSA|bH0|| AM CHS2JS3IB 2i8Q 
&D\ S2i 2JSA|bHS| CHS2JS3M 4BS4«90IIAt HSgsm 2£@ HM □S°Jg3|« 4»*J3Ffe S£!4=B; affllOIXIOII X||1 CH* 01 = 31 =t " 
SoK)| g£fOI2ieo|| SgShfe 4=B0I Sifgu, 

«3i seioiemoiife, gsioiejM^ annoiiis 121™ oiswsa* h?pi sou amoixioii aaa niaise!s?ioi ae ni2cn 

^«8hfe CH§oig3| a^4-B; «3| CHS2i g5 | aa-i»BOII/d SI2CHSe!S9|» H1 1 CHS 21^31 21 d|j28f04 HI1 CHSoisj, 

si JH2CH§ej§3DkSJximei neeoii oigxhejg §aH ^AHdi^M Ai^sit oig^ e0 i ssat as =S2S afe a2s eis 

Sxl. I- ' "~ ^ 

S^lf 3. 

m=?m 2o\\m, 

g^^o|o^E3^ sjAimoii siAHbi^ ass m ihoii gafoieneoj | P ^^ a uAitnoii aisih 4=&, 

aiAtw^ i2§ oigAitHoi msjoigji Ay^^eon cn§oj e9 | B eStt rao) | gg| 0 i2!MS¥Ei 3i«g gaioieieoi ip^^b mm ^« 

ofe 4=B, s 
i2i 2JSAHt«3| IP^dbB S^^OI- k3. 01 IP^^OII §a§ ^AlAHbl^Sfe 4=B, 

gaiOieje^ i2i 2JSAHtHS¥EI ¥A|£|fe §21 4=<ySlfe §S4i! 4=001 ^DiS. S»9fe 3!S s§2S ohfe, §21 2Jg§XI. 

DAHbioii n&a ei mi oi xi ■ geioiejeoiiAH as&a 1211 oigshoi uffliouicii s\m a/nui^s as^te Ai^goii syoiAi, 

gafoieiM^i a«^»e ^ssfoi a Aim on g^sioi a/dbi^a asshs, aAiwoiiAife xnicHseissis aasKa 01 micHsejS9iB 
amioixioii ^gjshoi gyoiejeon sgs^ bjb, ulo "° la 

gafoieiM^ aiaioixiB b^ji aesoii oigxisaa y^pi soji aniioixioii ^gj@ xiiichs2js9ioii cb& xii2cns2ie9iB aasoii 

XH2CHS2JS3IB All □)S2JS9l2f HIJ2SI01 gXISIfeXI »2Jofb B3II, 
HIICHS2Je3l2| HI2CH5!oig 3 |5 h ^J| S ^ aegdl OlgXfojg §2i y^lH aAHbl^B Al^Sffe £h3||£ OI^CMXIfe, 12i 2Jg^S. 
5. 

aAHbioii xisa amoixis geioieiMoiiAH msgfn aess oisstoi am 01x1011 21 » axHbi±» xiis^fe ai^uoii sioiAi, 
g£}oi2JM9i aset^nB ^goKx aAHwoii s^oioi aAibi^B assm, a/HwoiiAHfe aes ejgAHtHon xiiicHS!ej§3i« sastb ^ 

aeg ejgAibi^ °jg3i «ssi, v 4=oii 21 sh XHiicHijoig^ie ^^3101 aAiwoii s^sib b^ii. 
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m^o\^^j[ umioixiM s^g>n dhmoii oisxmse h^pi soil amoixioii ^sa nnoiseis^ioii ae xi20ise!S3is useoii 

S3 6^ 
S?»50||AI, 

*»0je!M3|- UAibHOil H/Htil± fi§i HH CHL BEIOIBSMfe MS* 01 2^ X^£| IP^^S S AH tH CHI S»8lte 

AHfcH^^ ms.m 21^mwo\\ xiiiaiseJ53i> san- m oil, haiw^ esFoieiMS¥Ei sg^ es*oi2^£i \p^±m isi 2is>MtH0ii a 
nee ej§/dw:n ip^s 2i^o[ xh^oH fen, 01 ip^oii §mi ^Ai/dbi^wt e^p^ sssjb, nee eie^s. 
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